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Why Cyber Futures?

Changing threat, exposure, responsibilities

- Smart Motorways, traffic Connected and
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75% of new cars in the UK to have
automated capabilities resulting in
majority of vehicles operating on the
network in automated mode.
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What have we done, and what are the outcomes?

Frameworks for
Integrity and
Trust

Safety and Threat
Guardrails Security Detection and
Convergence Response

Ethics and Immersive Scenarios and
Responsible Al Testing Communication

There is a need for Al and other
Change in close work on emerging
responsibility to the standards technologies means
road-user (construction and a need to understand
CAV) ethics

Need for combined
safety and security
assessment and
governance
processes.

Change in
relationship with the
vehicle
manufacturers
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Any questions?

How should we work
with manufacturers on
security?

Can National Highways
learn from vehicle
manufacturer
approaches to safety &
security?

How are manufacturers

approaching Al security,

digital twin security, and
other emerging
technologies?

How do manufacturers
see their responsibility
for infrastructure
security?
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Thanks!
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